BRS Printable Help

August 2010



Index

Table Of Contents

INITIALING @ SESSION ... .vivieieciie ittt e et sre et e este e te e st e sre e teeseeaseenseeseesaeesteeneeaseeseeneenrens 3
SECUTILY REGUITEIMENT ......eeiieie ettt ba et e e esre e teeneesneenaeaneenreeneenes 4
EFTON IMIESSAGES ...ttt ettt ettt e bt e s hb e e e e hb e e ekt e e e nb e e e bn e e e nneeanes 5
Stopping and SUSPENAING WOTK ......c..oiiiiiiiiiie et 5

INEW USEI ..ttt et R e et e Rt et e e Rt e enm e e n e e nn e e e ne e nnn e e neennne s 6

L E] (0] T 1o L0 L PSS 20
(0T I 1o R OO PPR PP 20
UPAALE PrOTIIE ...t bbbttt e et ne et e 24
VIBW REQUEST STALUS ......eeeeeieciie ettt se e te st e ra e te s e sneebeeneenreeeeanes 26
Review Access Request JUSLITICATION .........cooveiieiice e 26
REQUEST AAITIONAT ACCESS ... .eiueiiieeiieiie sttt st sb et e e e sbeenaesneenbe e 27
LLOG OUL ...ttt ettt bb et he et e e R bt e b e e eRb e e be e Rr e e b e e nan e e nbeennreas 30

ADOUL BRS ... bbb bbbttt 31

Assistance and Problem RePOMING ........coiioiiiieieee e 31

(€] 01 TT: T USRS PPRRRTR 32

[T 1= PRSPPSO 33




Index

Initiating a Session

After launching the web browser, enter the BRS address in the location bar. The registration
portion of BRS can be accessed at https://www.bpn.gov/BRS.

A first-time user is required to create a profile and request access for a user identification
assignment. BPNSE assigns a user ID, and the user selects a password. The user ID and
password can be used to access the BRS application.

The password is a code used to confirm the user identification and access authorization. New
users select their own password at the time of registration.

A permanent user 1D and a new password will be assigned by BPNSE once the user has been
approved for access the first time. These will be sent to the user via email. This new password
must be changed on initial sign-on to the approved application.

When the BRS web site is accessed, the registrant BRS Terms and Conditions page is displayed
as shown in the figure below.

“BRS

BPNGE Rngaitelon 5y

YOl ANé ATCERAING @ LS. Governmant (LISGE) Infeemation Sy stem (15) that is provadsd for USG-authanzed wuse
onby, By uzing this 15 {which includes any device attached to this 15], you consent to the following conditons:

n The USG routinely mtercepts and monitors communicabons on this 15 for purposss incusding, but not
lmited to, penetration testing, COMSEC morstonng. network cperabions and defense, parsonnel
miscondut (PM], law enforcamant [LE], and ceuntanintaligenca [C1) investpations,

= At any omae, the USE may mepact and seize data stored on dhes 1S,

& Commuricakions usng, or daka stored on, this IS are mob private, are subject bo roubine manitoning,
intarcaption, and saarch, and may ba dsdacad or wsed for any LISGauthonzed purpasa.

s This IS mchudes seounty measures |e.q., authentication and acoess tontrols) to protect USG inkerests--not
for yous parsonal bansfit or prvacy.

& Nobwikhstanding the above, using this 15 does nok constifute consent ta PR, LE or Ol mvastigabye
searching or monkoring of the conbent of privilaged communications, of wark produdt, related [o paracnal
representation or servces. by attomeys, prychotherapists, or dergy, and ther assistants, Such
oomenumications and work product are private and confdenbal. See User Agreemant for details.

1 haee read and understand the terms and conditions. for yae of tes website

‘Warsion 1.4.0

ERE b s Shere: IR BEL 4387 CEM Phara SE3.4547

BRS Terms and Conditions Page

Read the terms and conditions displayed on the page. Then select the check box at the bottom to
indicate that you have read and understood them. The select a user page is displayed as shown in
the figure below.
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Fow are arossang & LS, Govermesent (USG) Informastion System (15) that = provsded for USG-authoreed uss
aanily. By using this 15 {which includes sy dewice attached to this IS], you consaent Eo the following condions:

® The USG moutinely miercepts and monftors commurications on this 15 for punposes nouding, but not
lieratad £o, panstration testng, COMSEC monitorng, neow ok operatons and defenss, parsdnnel
mimconcuct (FM)L law erdorcement (LE], and countennteligence (C1) rresstigatons

u AL a0y Time, the USG may nsped arsd seze data stored on this 15,

» Commurscations wsng, of data stored on, this 15 are not privata, are subsed to rowuging monbonng,
ntenteption, snd search, and may be dedosed or used for any USGauthorised purpos e,

n This [5 inchides cocunty measuras (e.d., suEhentication and acoess contrels) to peotect LISG mtanasta—not
for your personal bensfit or prevacy

n MehwiEbarandng the ghovs, uang e |5 doss mol constitule corment to P, LE or C1 mveshgate
searching or monfering of the onbert of prvileged commurications, or work product, r:l:lmd to personal
TepresanTalion of services by attomays, peychatharapists, of dergy, and their assistznts.
comemunicatons and work product sre private and confidentisl Ses User Sgresment for dl!tais

Hew Liser Eeboreng ser
Verson 1.4.0
=== FE BT Dndae Hel [T TR TP Phune: JE0361.4247 DEN Phoms: 6414567

Select a User Page
Select an option: New User or Returning User.
Included on the BRS Home page are several BPNSE Web site links: New User, Returning User,
Printable Instructions, Online Help, and Email link to BPN Accounts.
Security Requirement

When an application request is submitted, BRS may display a security warning similar to the
figure below. (FedReg and IUID Contractor requesters will not see this page.)

Warning!

The access you are regueasting will reguire the email address of a securnty representative who can validate your
dlearance.

Lhave the requsred emad address and want to conbinye

Raburn
Srntable Initructian Snling Hale mail Ssgaunts Sban gy Bhooa: 269061 4547 BEN Bhone: £61.4557

Security Email Address Warning
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If this page is displayed, the access you are requesting requires the email address of a security
representative who can validate your clearance. If you have the required email address and want
to continue, click on the link indicating so. The User Profile step is next.

Error Messages

Error messages relating to incorrect entries of passwords, data, etc., will be displayed
periodically. The figure below shows a sample of an error message.

=

User Profile

Please correct the following errors:

s Contract Expiration Date must be in mm/dd/yyyy format

Sample Error Message
Stopping and Suspending Work

To terminate a session, close the browser. Be sure to complete your registration. All unsaved
data is lost when you close the browser.




New User
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If you are a new user, click on the Printable Instructions link to read and print instructions for
registering. Click on the New User link to start the registering questionnaire process as shown in
the figure below. You can click on the Printable Instructions link to read and print instructions

for registering if you wish.

Dy your work for the BPNSE or the IAE?

Do you work i the Hart-Dole-Inouye Federal Center?
Are you a federal government employes?

Are you a federal government-sponsofed contractor?
fre you a member of the U.S. Armed Forces?

enter your DUNS number to apply for IUID Contractor or
Ganeral Purpose AP1 Contractor aooess:

Nriw. Avadable Applcations

If you are registerad with the Central Contractor Registration,

Yas @ No
s @ No
Yes & No
Yes @ No

Yas 9 No

pkle Lngsrucusng il TR Empd Accoomng Ehan.cay Shesnr 263,961 4367

DSN Plhesds 8514367

New User Questionnaire

The Questionnaire page asks questions to determine the type of user that is requesting

access. Select the Yes or No radio buttons to answer the questions. If you wish to apply for IUID
Contractor or General Purpose API Contractor access, you must have an active registration in
CCR and enter the associated DUNS number for that registration. When satisfied with entries,
click on View Available Applications to view the available applications list similar to the figure

below.




Select Application

CCI5: CCR Support Tool

O

CCR Tools CCR Toals: Propnietary - Indudes tax information, e.g., TIN, 55N, and EIN

CCR Tools: Sensitive - Incdudes Proprietary and Financial, e.g., bank account and routing

numbers
CCRXML: Non-Propnetary - Includes public and contact mfermation, induding email addresses
CCRMML: Proprietary - Indudes tax information, e.g., TIN, 55N, and EIN
CCRXML: Senaitive - Incdudes Proprietary and Financial, e.g., bank account and routing numbers
Extracts: Complete - Includes Sensitve and MPIN
Extracts: Federal Agency Registraten
Extracts: MPIN - DUNS, CAGE, MPIN
Extracts: Non-Proprietary - Indudes public and contact mformation, mduding email addresses
Extracts: Propnatary - Indudes tax information, e.9., TIN, 55N, and EIN
Extracts: Sensitive - Includes Proprietary and Financal, &.9., bank account and routsng numbers

Fed Reg: Federal Agency Registration (FAR)
TUTD: DCMA - DOCMA employees anly

List of DODAACS for DCMA User,
separated by commas:

-

IUID: General Purpose APQ - System bo System access for Government systems to access the
General Purpose AP]

IUID: Inguary - VIEW ONLY access to the IUID registry for uniformed military, DOD avilian
employees, and DOD-sponsored Contractors

IUiD: Legacy Submitter - ULL input and maintenance access to the WD registry for undormed
malitary, DOD cvilkan employees, and DOD-sponsored Contractors

{Optional) List of DODAACS for Legacy User,
separated by commas:

L e T P e P P e T T L T P P P T

Phansi I69,963 4567 DEN Phane: 6514367

Prinzsbls Ingonicrizas Dinline Halg Empil drcayari@han sy

Select Application Page

Applications are available on the Select Application page based on how you answered your
questionnaire questions. Select the application you wish to request access to and click the Submit
Application Request button to submit the request. You must select one application.

Note that IUID Contractor is a separate access and shows up as the only application option when
a valid DUNS Number is entered on the questionnaire page. The figure below shows a sample.

Index
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Select Application

Slgar Seledion
UID: Contractor

List of DUNS Numbers for UID Contractor,
separated by commas:

333333333

D General Purpose APD - System to System access for Contractor systems to access the General
Purpose AP]

List of DUNS Numbers for General Purpose APL,
separated by commas;

333333333 &

Dpeasble [AipniCEed Caling Hale Emiil Acounti@les o5 Phanil 2695604567 DEN Phone: &61.4567

IUID Contractor Request

When an application request is submitted, BRS may display a security warning similar to the
figure below. (FedReg and IUID Contractor requesters will not see this page.)

Warning!

The access you are reguesting will reguire the email address of a security representative who can validate your
dearance.

[bave the regused emad address and want be conbnuye
Returm

Ernsabls Ingtrustiang @nling Hal mail S55ounts @hen gy Bhiog: 2699614547 DEN Bhone: £61.4567

Security Email Address Warning

If this page is displayed, the access you are requesting requires the email address of a security
representative who can validate your clearance. If you have the required email address and want
to continue, click on the link indicating so. The User Profile step is next.




User Profile
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When applications have been selected and the request has been submitted, the User Profile page
is displayed as shown in the figure below. This sample is for a government-sponsored contractor.

User Profile

Arguired Bl are bndlosted by sn ssteriak %)

Tithas [Mr., M, =le |

* s M

HMickile Mam

*Lank Mami

Suffla:

Krzvm By Micimeme:
*Jab Tithe:
Girarsmil Profect:
Last Siw Diglt= of 558;
*Phane:

iy

* Shate fPeveinoe:

*Fip/Pastal Cade:

*Cosnlry:

ansual Ifarmation Awareness
Treining Date:

Ferwign MilHery Sl Lepireticn
Mg

fei PRESSF1I34)
{me: FUZABII])
{ae! 553 p234)
e 555.0234]

LRFTED ETATER -
immirddberyd

LT ]

i
i
|i

*Company Mame:
* Comgpany Addrass:

" Cammgany Ty

*Company StateProvinoe:
= Laimpairy Hip, Pastal Cede:
*Coaipany Cowniry:

" Spansor City;
*Spoasar Stabe Provinee:

5 pensed Fig el Code:
FSpomsar Cousbn |
*Canfract Mumbsr:

*Comirndl Expiation Data:

WTED STATES =

Tew: 212,555 1234]
[=m: 312335 1334)
[an: 555.1254)
fes: 555,1234)

ELHSTATES

[y

[ Fubme Eraiis |

Fimabw izyrnrnrw Taima Hals Erad fa s sarn ey Prang 28T S| AMAT TS Tacaw 8874987

User Profile Page—Government Sponsored Contractor
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A sample user profile for a federal government employee is shown in the figure below.
|

User Profile

Benuired Neids sre indicated by an astersi (],

Fitls {Mr., M, @)
SIFirst Warmss
ML Rama:
* Lavwl Farms:
S T
e By Hickrams
= Jok Tithe:
[
Laest Siw [Hpits. of 5058
Pl e 212555 0234)
Fac: [maz 313259510
DS P (an 555.12%4)
DSH Fax: few 555.1734)
* Ll
Sdanlirm Emaill
*hrbdress;

sty
*Stste) Praviace: =
*Zip/ Posad Codla:
SCaustny! | ITED STATES
'mmmmm Bivivdlty ]

i R . Pl Eapirrion i)

" aperviar Ties Hams:
*Saipervisar Lasl i
* Guperybu Tt
* Fapwrele: Pl [ew 212.535.024]
Superviior DSN Floes: (o 3231334
“Gepenyber Email
=Canlinm Sspenviser Fmail;

* gy Fame:
Agency Gflce Symbel:
BTy (ipgariralina:

*hgency Addresas

" aneny Ty
* Agmacy Sinie/ Provinoe: e
*agincy 2ip) Potal Code:
" Agescy CoUmMr | rTED STATES -

The sces pou sre requestng wil regors e sl sddmes of = ssorty represanitatns. wia can
aliahe yaur cearance. [T o are unsore of shom thes might be, please fontac woUr HUTIN
BESOUTE B M anapa Nt 1or thes infarmanan

*Sacurity Email:
*Confirin Secufily Emsil:

. Dubmt Profie |

Ereniis lnTEInT pdh e T [l o] Fhonay 203 M A3 e

User Profile Page—Federal Government Employee
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The User Profile for a IUID Contractor applicant is shown in the figure below.
r

Usar Profile

Eypuiriad Tiedds are il by as aitorich [*].

Tile [Mr, My, c.b;
"First Hama:
] Hipin:
" Lpat o
Sutfi=:
Brirvin By M I Chisaia
* loh Tite;
Gavertanesl Project:
Ll Sin [Hgits of SSM:
* Pl {aa: 222555 1184)
Fax: {ma 232555 L234)
D5H Pl [me; B3E.3220}
I Fam [an: 5552334}
“Frmalil:
*iCanitm Cmail:
* fidres!

*City:
S SnsiefProvinoe: &
*FigiPostal Cosfe;

oty (JTED STATES -

A Training Datn: ek wyy)

Foreign MdHary Sales :_;1: [rodrri)

*apErvisar Fira Heme;
* Suparvisor Lo Mo
S Raparviser Tithe!
"EHEIIOr Phoasi [m) 212 5551794
Fupervmar OS5 Fhoan: ew: 55,3724}
sagerviiar kil
FCanTaTm Sy pervazar Emsll;

= Befpueray Pojiise: -
Aganty Hikce Symbel:
AjuriaCy v anad 3 vl b
P hpenoy Address:

*ApEncy ity
*Ageacy Siste | Provisce; -
*Agency Tip/ Poviad Code:
*Agumcy Leutdry: | WTED STATES -
The scress vl are regquesng wil regure the ansd sddeess ol s e whi oo

sabidabe vour chaar s [T wias a0t Uedurg of whim thin megint b, pheads DOt yoir
W ol Mgl kr i S aeon.

|
|

* Eecurity Emall:
*Coalirm Seiaily Cmall:
| Gubnk Prodte. |
ik =12 BL] i v | Cabeg g ol = oo | TSR e DD RELATET [r5% Bbias GE14567

IUID Contractor User Profile Page

11
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The User Profile for a CCR Extracts applicant will contain an Extract Information section at the
bottom as shown in the figure below.

* ppwmload Method: =t
TP Alddress:
*Socondary / Techndcal Contact Flrst Nanea:
*Spcomdary ) Techmical Contact Last Namee:
=Secandany, Technical Contacl Email;
= Conflrm Secondary/Technlcal Contact Email:

*Secondary / Technical Contact Phone: [ 212,955, 1234%
Sacondary / Technical Contact SN Phaine; {ex: 555.0234)
Sumit Frofile

Extracts Section User Profile Page
Tips for the User Profile Page

e Required fields are indicated by an asterisk (*).

o Dates should be in mm/dd/yyyy format.

o Enter phone and fax numbers using periods as shown in the examples on the page.

o If you use an email that is currently in the system, you will get a warning. At that point,
you can choose to either continue saving the new profile or log in with the existing one.
Note: Each application request requires that you save a new profile unless you are adding
a DUNS or DODDAC number to your previous request.

Enter all required information and additional information as available. When satisfied with
entries, click the Submit Profile button at the bottom of the page.

If errors are present, the User Profile Page is redisplayed with a message stating which data
needs to be corrected as shown in the figure below.

User Profile

Please comect the following errors:

Sponsor City 15 required,

Sponsor Zip/Postal Code 15 required.
Sponsor State/Province 15 required
Contract Number is required
Contract Expiration Date is reguired,
IP Address 15 reguired,.

User Profile Errors

12



Correct the data and click the Submit Profile button again.
Note: If you do not successfully finish your registration request and click the Submit Profile

button, your request is considered incomplete and will be deleted from the BRS system.

Application Justification Page

Index

When all data is complete and accepted, the Application Justification page is displayed as shown

in the figure below.

Characters)

inling Halp Ermiil & esynty e aay

Application Justification

Extracts (Federal Agency Registration)

Submit User Justification

Phons: 269.961 4567 OSN Phone 6614567

Enter justification. Please indude what data you need, why you need it, and how you will use it. (Limet 1500

Enter a justification for the application you are seeking access to in the text box on the

Application Justification Page

Application Justification page. Enter what data you need, why you need it, and how you will use
it. Please limit your justification to less than 1,500 characters.

When satisfied with your entries, click on the Submit User Justification button. The user

justification information is submitted, and a confirmation page is displayed containing your user
ID and password entry field as shown in the figure below.

ID.

lal i RS SLSo e Son .o

BPND21B2

Passwords must be between 14 and 25 characters long and contain two upper case letters, two lower case
letters, two numbers and two spedal characters.

Password: |

Confirm Password:

[ Save Passward

Phaonai 265.961,4567 DSH PRana: 56145587

Theank you for registernng with the Business Partner Nelw ork Support Enveronmant. Yow have been assigned the
following user [D bo allow you bo view and edit your profile. You will receive an email shortly containing the user

User ID Assignment

13
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You will soon receive an email confirming your user ID. In the field provided, create a password
and re-enter it in the next field.

Use these guidelines to create your password:
1. Passwords may not be any word found in the dictionary.
2. The password must be between 14 and 25 characters in length.
3. The password must contain at least two capital letters.
4. The password must contain at least two lower case letters.
5. The password must contain at least two numbers.
6. The password must contain at least two special characters.
7. The password cannot have any repeating characters in consecutive positions.

When satisfied with your password, click on the Save Password button. The BPN Portal Security
Questions page is displayed as shown in the figure below.

4 BPﬂ‘MEgrtal M

Buur!mr Quesbons

Fou haes tean redirecied feare becaiee pou de ot hae enough secusty guestian: Plasme chocse suesticns and arawss Seiow &1 tes queshicns ae regeired
Whaan Anishied Jick "Madt

Fleass salact 3 secunty queshon
Fleans ssiact 2 secumty quastion
Flecasm pminct a gecunty queshon
Flisiin fsbe] @ S@cunly Guaalion
Pliasa sabel @ Sy qisshion

hiate n ol Lisers: This 5 @ Federal Gresmmen computes systenn. Lise of his spsiem consttutes corsent % mendaring a2 hmes

BPN Portal Security Questions page

You will now create a question and answer combination that will be presented to you should you
request help with your password. Your answer must exactly match the answer you type here.
Select your security questions from the drop-down menus, and enter your answers in the field
next to them. When you have completed five question and answer sets, click Next to view a
success message as shown next.

Security Questions

Your =acurthy qusshans have b2en sucos=rinly updaled

Coninue

Security Questions Success Message

14
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Click Continue. A confirmation page is displayed as shown in the figure below.

You will receive an email shortly with mstructions on how to compdete your 3ccess requeast. Onoe your request is
completed, & will continue throwgh the approval process,

Bstum o Opoong
Log Out

Pratubis lodtuctiens Qnliew Halo Eimad Accountadien dus Phons: 26599614587 DiEH Phana: 561.4567

Confirmation Page

You should receive an email shortly with a link to the BRS User Confirm Email and Agree to
Terms page.

Confirmation

When you receive your email, click on the link to open the BRS User Confirm Email and Agree
to Terms page similar to the figure below.

User Confirm Email And Agree To Terms

Please review all of vour mieomation for acouracy. Open &nd read amy farm that i displayed. Once
vou have himeshed, check the box S&ving you agrés to terms and chck Confirm.

Applicant Requesting Access: lack Testusar
74 M. Washington Ave.
Battle Creek MI 45037
250.964,1234

Application: CCRYXML
Application Lewel: Non-Proprietary

Justification: Registration for documentation
Select a form to view:

COREML Extracts Fopm

Chveck: thus box to confirm that youw have read and agree to all of the terms an the forms listed
abowve. Click the Confirm butbon to digitally ssgn thes form.

| Confirm. | Correct Information

Brintabla Enajreckizaq Snlpa Halg Email Acszunts Blan. o Pheaa: 2659614567 DEN Phone: ES1.45£7

BRS User Confirm Email and Agree to Terms Page

Follow the instructions in the email and on the page to confirm your email and other information
displayed as well as agree to the terms. Once you complete this confirmation, your access

15
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request will move to the next step in the approval process. Please note that the link in the email
you will receive expires in 72 hours. Please complete your confirmation before it expires.

You have two sections on this page to act on: 1.) Select a form to view and 2.) confirm that you
have read and agree to the terms on the forms.

Select a form to view

To view the form, click on the form name link on the Confirmation Page. The form is displayed
similar to the figure below.

CCR Account Appheamea &
Intercomasction Secwsiey Agreement
{15A)

Berwees Contrsl Comtractos Regsmason (CCR)
And
DEFENSE, DEPARTMENT OF

CCR Aot Appheanos & [miohe oo
Seamey Agpeemesl {154

T4N Wadmngion Ave
Brasle Creck, MI 48437
269 861 1234
e o

L INTERCONNECTION STATEMENT OF REQUIREMENTS
DEFENSE, DEPARTMENT OF requeres 80 mbconscebon with CCH for e eSpreds prrpes of sthreg mfrmshes comtased = the CCR dmshais Tha
[nferconnection SecamEy Agremeat (15A) speciies the seoiy nequarmmeniy for eutabiileng. operating. aed mesntasng this mbercomnecion. (rasdmcs for
this 154 w takoen from Mational [nssiote of Standards ssd Technology (NIST) Special Peblications $00-1 8 and 50847
IL SYSTEM SECURITY CONSIDERATIONS
Data Sensitivity

Tranifed sppheation: Extrasts

PR TR

Form Displayed—Sample

Forms are created dynamically within BRS according to each registrant's needs. The required
forms are displayed based on applications requested, access-level required, and type of user
(government employee, contractor, other). Read the form before closing the window. Check the
check box on the confirmation page to indicate that you have read and agree to the terms stated
on the form. Then click the Confirm button to digitally sign the form.

Correct Information

A Correct Information button is provided at the bottom of the Confirmation page. Click this
button if you find your information is incorrect on the page. The User Profile page is opened.

16
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Edit and click on the Submit Profile button. The Justification Page is then displayed. Edit as
necessary and click submit. The User Confirmation page is redisplayed.

Confirm Button

Once you click the Confirm button, the Success page is displayed as shown in the next figure.

SWOCess.
An email will ba sant to the next person that needs to approve your reguest. You can dose the web
browsar at this tma.

bl laa bhactoans Ol il Sl Accounti$ian Phana: 255961 4567 DeEh Phana: 561 4567

Success Message

An email will be sent to the next person that needs to approve your request. You can close the
web browser at this time.

Completing the Process

Your request for access will now be processed by contacting each of your points of contact by
email. The steps in the process will depend on what type of user you are. Digital signatures are
used at each step.

« If you are a government-sponsored contractor, your request will be sent to your
government sponsor first.

« If you are a government employee, your request is sent to your supervisor.

o BPNSE Security will then review your request.

o The last step in the approval process is BPNSE Accounts. Note: Accounts cannot approve
your request until it has been approved by your sponsor or supervisor and security.

The length of time that it takes to complete the process depends on how long it takes each
individual to complete his or her step. For example, if your supervisor is on vacation for a week,
your approval could be delayed. You can check on your status at any time.

To check on your status, log in to BRS. Click on the “Returning User” link on the home page,
and enter your user 1D and password on the Returning User Log In page and click on the Log In
button. The Select Option page is displayed as shown in the figure below.

17
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Select Option
Update Profils
iew FOIms
ey Reguest Status
Beyiaw Ancess Pequest Jughification
Change Password
Log Quk
ki 1 b tesin Cnliss Halg Emid A<countiEien.gs Phone: 2653614567 D5N BRana: 5614567

Select Option Page

Click on View Request Status to display the Application Access Request Status page as shown in
the figure below.

Apphcation Access Request Status for
Apphcation being reguestad: CCR Tools
Aeeess Lével being réquested: Propnstary
Currént Status: Wating for Setunty Approval

Approval Steps Step Status
Wasting for Email Confirmation onfirmed
Waiting for Sponser Approval Lpproved
Waiting for Secunity Approval In Process

Ealwem fo Ophions

Lg=g Ok

il ety R bt 2y Phone: 2899614567 OS5k Phone §61.4557

Application Access Request Status Page

When the status is still in process, the approval steps status table is displayed. The first status
will be “Pending” when the first person in the process opens the request.

When your access request has been processed and approved, you will receive a Welcome email
message. This email contains your user ID, a list of applications you have access to along with
their current URL links, password information with a link should you need to reset your
password, and a link to BPN Accounts should you need registration or accounts assistance.

Email Received

When you receive your email, click on the link to the application. A log in page is displayed
similar to the figure below. We will use the BPN Portal for this example.
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BPN Portal Log In Page

Read the terms and conditions for using the web site, and then click on the check box to indicate
that you have. Enter your User ID and Password and click on Enter Security Site. The
application is opened.
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Returning User

If you already have a User ID and you want to change your profile or your access requests (IUID
contractor users only), log into BRS using the Returning User Log In page. Select the Returning
User link on the home page. The Returning User Log In page is displayed as shown in the figure
below.

Returning User Log In
User I0: |
Password;
| Log In |
Forgat Uses I Forgat Passward
For additional assistance with your ocount, contadt Accounts at Accounts@bpn, gow or 269,901, 4567
Tk IEFTE0T ik SR n.ge Phoni: 262961 4567 Cx5M Phana: 661 4567

BRS Log In Page

If you need assistance, there are three help links on the Returning User Log In page: Forgot User
ID, Forgot Password, and Accounts@bpn.gov email link.

Log In

Enter user 1D and password on the Returning User Log In Page. The password is displayed as a
row of dots. Click on the Log In button. When a returning user successfully logs into BRS, the
Select Option page is displayed similar to the figure below.

Select Option
Lpgdate Profila
YView I-_._:r.'r-
Miew Reguest Status
Bévidw Access Riauest Justifscation
Change Password
Log Oy
Daling Hals Email Acgey 1013 b- 3B b Phons: 269,961 4567 E5H Phons: 6614567

Select Option Page
There are up to seven options on the Select Option Page:
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Update a Profile Request Additional Access (Returning IUID users
View Forms only)
View Request Status Change Password (For Official User ID)

Review Access Request Justification ~ -09 Out

Only returning IUID Contractorss/DCMA and Legacy users will have the Request Additional
Access option available.

Log In Help Links

Forgot User ID

If you forgot your user ID, click on the Forgot User ID link. The BPN Portal Forgot User 1D
page is displayed as shown in the figure below.

V

Forgot User ID

BPN Portal

RS PRI Stk

Ervier B sl addrees nsncialed we pour meriD & el of Linss (D associnted wih B amo sadesss will be & modes o vos

el addimis g
[ Cancel [[me]

Hale in 3l Uisers: This 15 3 Federal Greemment Compuie systen. Lise of s sysiem consifules coresent o menanng atal mes

BPN Portal Forgot User ID Page

Enter your email address. Click the Next button. A User ID found message is displayed as shown
in the next figure.

Forgot Usar (D

Your User 0{2) fares bean bound and emaked 1 vou. Bomebmes smails may e 2 while fo resch Pesr gesinaiion. Five emai Soes nal amse wihin 13
TR, Erc i Ea £ B S B OF LR STl Aol el Dalare Fyilg adsan

R g

User ID Found Message
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Click the Return to Login button to return to the Returning User Log In page. Your user ID
should arrive in your email shortly. Check your spam or junk email folder if the email does not
arrive after 10 minutes.

Forgot Password

If you need password assistance, click on the Forgot Password link. The BPN Portal Reset
Password page is displayed as shown in the figure below.

P en portal Y S

Rull Password

Ervier B Linew K0 yoy winh fo resst Ypu will Se ssked o snywer fees gecuth Gue slicns in order 5o pepes your idenkily.

Enler User 10x LT

Enbsr Email Addrasss B iy

Cancal || W

Fiote 3 30 Usars: This i 3 Federal Govemmant compaier spsiem Use of fis system conskinas consent io mosloring a1 ol imas.

BPN Portal Reset Password Page

Enter your User ID and email address and click Next. The Security questions page is displayed
with the five questions you selected when you set up your account similar to the figure below.

Security Quesons

Widu a1 ESHD B PDASIE COMTOC 2N Swnd 1D Tiredl of ik QUESTDNS, Babow 30 CORNed I i 1560 00 SRowe of Ias) Teee guerabons COmachy IR Gsar Jcooint will Da
dirahied WWhen inished dck Hed

Security Questions for Password Reset

Click in the text entry fields next to the questions and enter your answers. Answer at least three
questions, and then click the Next button. When your answers match exactly the answers you
entered when you defined your security questions, an email is sent to notify you that someone is
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trying to change your password, and the BPN Portal Set Password page is displayed as shown in
the figure below.

Set Password

Passwords must Se balwesn 14 and 25 charsders iong and contain b upoer cass biees, o kowar cass s, bva numbare and o specsl characlsre Oros
his BIocass is compleled, pau wil B BpZedin

Huwe Passwcel; (P
Hebygse Mew Posswoed: (Fapd:

Canoel || Het Pradword

BPN Portal Set Password Page

Enter your new password, and then retype it in the next field. Click on the Set Password button.
Be sure to follow the guidelines for creating your new password:

1. Passwords may not be any word found in the dictionary.

2. The password must be between 14 and 25 characters in length.

3. The password must contain at least two capital letters.

4. The password must contain at least two lower case letters.

5. The password must contain at least two numbers.

6. The password must contain at least two special characters.

7. The password cannot have any repeating characters in consecutive positions.

When your password has been successfully changed, a confirmation message is displayed similar
to the figure below, and you are signed in.

y ""

BPN Portal 1

Buareen Parie etk

Password Changed

Vioor piidiwsid chinid wil SUsSeiihi B9 P e EigREA

Lig Out| | Conltaiun

Fiote lo ol Ulgees. Thig i 3 Fiedeetal Govemiment computer rpidem. Lics oF i BiSem onasitel congant io mandonng 1 ol Bmes

Password Changed Message
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Click on the Continue button. The Select Option page is displayed
Accounts@bpn.gov link

Use the Accounts@bpn.gov email link if you need additional assistance with your account.

Update Profile

Click on the Update Profile link to display the User profile page similar to the figure on the next
page.
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User Prafile

Betum ig Splkans  Laoong
Beguired Nelds pre indcated by an asterisi [*].

Him (Mr., M, oo
*First WA Ly Lo
kL Hame
“Last Name: e
Sarffin:
Hroren Sy S Hickea e
= dok TRER: ety ator
etssernimast Projasct:
Last Saw Digins of SS581 | 37050

hoea: fas 212.555.0234)
BT [ 21753507341
DSH o [z 359.1234)
D5 Faaxs [an: 5551234}
=Email:
Saillim bmail

TABNESH Ty b WASHIRGTON LVERLE

“city: BaTTLE CREEK
SSRGS PIEYISCE! LCHIGAn -
*Fip/Postsll Code: go07
"Cousbny: | WaTED STATEE -

PR k] imeadiye]

=] 4
l--l-n-r'_-u;-;m _—
DN Rl
FRupervizar Firs R pooc.

*Supsrvinar Lest Hame: g0
*Seperviver TR (ragdent

Supervisor PROM apg ta ) 734 [ax 31585 0234)
Suporwinr DN Phoss: faw 555,1334)
= Saperviser mail: 3
il Sepirviias Email

" Comparny ROma: pOETHACE ORLUMBMAR TFOAATION TED
*Company Addriia: 2. ViashingEon B

TCompany CIN: st Creak
*Company Sebe) Prevince: g goar) .
*Company FigfPostal Code: 037
FCimpEay CRUBNNY | gaTED STATES -

SEpomior Aandy [ETENIE DEFLSTREST OF -
Tpeasnr Hlice Symbols o
Spanyer Orgarsalion:
PO FPst RO piney | o
SPOC Last Rame: 7o mar
FROC Ttk pgeg e
*POC Emal peordbon.gos
*Crafirme POC EMBE poer om0

*POLC PlomEC 30 884 1754 G TLZERE 12545
oS F aw fmo: ILTAZT AT
POC D58 Phone; fae: 5551234
PO DSN Fas e BRRLII4]

*Sponsor Addraiss (4 ry e astarglon de e

"SRRI YW Gostis Cramic
*Sparmer SloisProvece: pecone) -
*Sgossar Zip/ Pustol Code: 40057
SSpaRs COAMPE g fED STATES -
*Combrmct Hombsr: an1copziaroioT
*Comract Bxpirabion Dess: ooraoran13 (i |

Thee 00dris pou 2 MR OUSEtng will ragus e tha amal 20dress of 2 20Uty TV CEeniatne Wi CaN
waldlate your chedarence. uneas of mhom the might be, pleass cortact pour Human

Fomab izyrscuen [=o L BTV} e Arciamnlke e Thmme T4 | ABAT GEK Phamm: Ad] 34T

User Profile—Returning User

Index
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When satisfied with entries, click on the Submit Profile button. The User Profile page is closed,
and a message is displayed, “Your profile has been successfully updated.” Note that if you have
applied for IUID access, the company information fields come from the CCR database and are
not editable.

User Profile Update Note: If you are a previously-approved user and you change your name,
company, agency or email address, you will get a warning that if you proceed, your account will
be disabled until the profile is reviewed and applications re-approved.

View Request Status

The third option on the Options menu is View Request Status. You can view your application
access request status any time from this menu option. Click on View Request Status to view the
Application Access Request Status page similar to the figure below.

Application Access Request Status for

Apphcation beng requested: CCR Tools
Access Level bémg réquested: Propristary
Currént Status: Approved - Your request has been approved

Betuen to Ophons

Log Ouf

Phona: 269,961 4567 DEN Phobe: 5614587

Application Access Request Status page
Click on the Return to Options link to return to the Select Option page, or select Log Out to log
out of BRS.
Review Access Request Justification
To edit your justification for access, select Review Access Request Justification from the
Options menu. The Application Justification screen is displayed as shown in the figure below.

Application Justification

Enter justfication. Please mdude what data you nead, why you nead i, and how you will use it (Limet 1500
Characters)

Extracts (Federal Agency Regqstration)

I pesd all the data for ceat puUrpoIes.

Submit User Justification

Bty to Options

Cinling Halp Emiil Szcoprty fhas Bhone: 269,961 4567 D54 Phoss: 561.4557

Application Justification—Edit

26




Index

Edit your justification. Please limit your entry to less than 1,500 characters. When satisfied with
entry, click on the Submit User Justification button. The Application Justification page is closed,
and a message is displayed, “Your profile has been successfully updated.”

Request Additional Access

The ""Request Additional Access' option is only displayed on the menu page for returning
IUID Contractors/DCMA and Legacy users.
All other users must request access separately for different applications.

If you are an IUID contractor/DCMA or Legacy user, your Select Option page will be displayed
with the Request Additional Access option listed.

When Request Additional Access is selected, the Select Application page is displayed similar to
the figure below.

Select Application
I & ILID: Contracter
List of DUNS Numbers for UID Contractor,
separated by commas:
333333333
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
Sulvmit Applscabion Request
Return to Ophions
Saling Hele Emiil Sccopnpy@bes cay Phone: 265.361.4567 O5H Phona: 6614587

Select Application—Add DUNS Numbers

The Contractor user is shown in this example. The contractor can enter additional DUNS
Numbers for separated by commas. The Legacy user’s Select Application page is similar but can
list additional DoDAACS in the text entry field.

When satisfied with entries, click on the Submit Application Request button. The User Profile
page is displayed as shown in the figure below.
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Betum to jons Log Owt

Required fields are Indicated by an asterisk (*).

Title (Mr., Ms, elc )
“First Mame: gy o
Middle Mame:
*Last Name: jispg
Suffix:
Known By/Nickname:
*Job Title:  adminstrator
Governmeant Project:
Lasl Six Digits of $SN; 153455

*Phone: [ex: 212.555.1234)
Fax: [ex: 212.555.1234)
DSN Phomne: fax: 355.1234)
SN Fa:

fex: 555.1234)
*Email:

*ADAressT 74 N, WASHINGTON AVENUE

*CHY: BATTLE CREEK
* State/Province: pacHIGAN »
*Zip/Postal Code: 40017
SCountry: | INTED STATES i

Annual ulmﬁ_m::ﬂh:‘rm (rmmyddfyvyd

Foreign Military Sales Ewr;:;:: (meniddfyvynd

DUNS Humbar:

*Supervisor First Mame: Georgs
*Supervisor Last Name: g, .
*Supervisor Tie: pregident
*Supervisor Phone: S50 061.1234 (ex: 212.555.1234)
Supervisor DSN Phone: (ex: 555.1234)
“Supervisor Email:
* Confirm Supervisor Email:

*Company Name: ogTHROE GRUMMAN INFORMATION TEC
TCompany Address: 34 . washington Avenus

*Company CItY: pattle Creak
* Compony State/Province: pucHicar =
*Company Zin/Postal Code; sa037
*Company Country: (j|[TED STATES x

*Sponsor AQENCY: TEFEMSE TEFARTMENT OF -
Sponsor Office Symbol: o) (5
Sponsor Organization:

*POC First Name: Mary Lau
TPOC Lost Nome: Testyser
POC Tithe: Manager

*POC Email: testebpn.gov

*Confirm POC Email: toorpbon.goy

*POC Phone: 350 5551734 “(ex: 212.555.1234)
POC Fax: (e 212.555.1234)
POC DSH Phone: fex: 555.1234)
POC DSN Fax: {ex: 555.1234)

*Sponsor Address: g4 . Washington Avenue

*Sponsor City: carle Creek
*Sponsor State/Province: ycHIGAN -
*Sponsor Zip/Postal Code: gopaz
*Sponsor Country: (#ITED STATES e
*Contract Number: 151 CDEZIAF0I0T
=Contract Expiration Date: go/30/2013 (rmem/ddiy ]

Baturn to Ogtions

Bsintatle lnstrostions Dnling Hule Email Ac & Phoas 269.961.4557 DEN Dhena 6614567

User Profile
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Check to be sure that all data is accurate. When satisfied that all data is correct, click on the
Submit Profile button. The Application Justification page is displayed as shown in the figure

below.
Application Justification

Enter justificatson. Please mdude what data you need, why you need it, and how you will use it (Limst 1500
Characters)

IAD (Contractor)

Heed all che informacicn for ceat purpoass.

Submit User Justification

Jnling Haelp Emill Seeeprtybes o Phona: 265,961 4587 CS5h Phonai 5614587

Application Justification Page

Enter a justification for the application (additional DUNS) for which you are seeking access in
the field provided. Please limit your justification to less than 1,500 characters. Click on the
Submit User Justification button. A confirmation page is displayed as shown in the figure below.

Yo will receive an email shortly with mstructions on how to comgdete your access requast. Dnoe your request is
completed, & will continue through the approval process,

Eetisn o Ootions

Erincable InFrUCHIORS Qnlisg Help Emad SCCountE SN Qs Pheets 269,561 4357 SN Fhane: 5614567

Profile Updated Confirmation Page

You should receive an email shortly with a link to the BRS user confirmation page. Follow the
instructions in the email and on the page to confirm your email and other information displayed
as well as agree to the terms. Your access request will move through the approval process when
this confirmation is completed. See the New User Confirmation section for more information
about completing the registration process.

When your application for access has been processed and approved, you will receive two emails
with your access details.
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Log Out

Selecting the Log Out link on the returning user’s menu logs the user out and displays the

following message.

You have logged out of BRS.

Return to Login

Log Out Message
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About BRS

This Help applies to the Business Partner Network Support Environment (BPNSE) Registration
System (BRS), Version 1.4.

BRS provides the capability for on-line users to create and update a user profile and request
access to various BPNSE web-based and Windows applications. From the log on screen, users
can either create a new profile or log on using an existing user ID and password. When an access
request is submitted, the application is processed, and a user ID and password are sent to the user
via email once he or she is approved for access.

BRS is accessible from any personal computer or workstation with Internet web browser
capability. BRS was developed, written, and tested by Northrop Grumman Information Systems
(Northrop Grumman IS). It is maintained and updated by BPNSE and Northrop Grumman IS
personnel.

NOTE: If you do not complete the entire pre-registration process, your profile will be deleted
and you will need to start again if you want to apply for access. Once you have finished entering
all your information, you will be assigned a user 1D and password that you can use to log in and
update your information.

Assistance and Problem Reporting

For on-line registration help or to find out the status of your registration, contact customer
support by email at Accounts@bpn.gov.
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Glossary

A
ASR: Authorized Security Representative

B
BASIC: BPNSE Access Security Information Center
BPNSE: Business Partner Network Support Environment
BRS: BPNse Registration System

C
CCR: Central Contractor Registration

D
DLA: Defense Logistics Agency
DoD: Department of Defense

G
GUI: Graphical User Interface

L
LAN: Local Area Network

M
MB: Megabytes — Random Access Memory or Storage Memory

P
PMO: Program Management Office

R
RAM: Random Access Memory

U

User ID: User identification
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